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ABSTRACT

This report updates a 1989-90 survey of advanced instrumentation and controls (I&C)

technologies and associated human factors issues in the U.S. and Canadian nuclear

industries carried out by a team from Oak Ridge National Laboratory (Carter and

Uhrig 1990). The authors found that the most advanced I&C systems are in the

Canadian CANDU plants, where the newest plant (Darlington) has digital systems

in almost 100% of its control systems and in over 70% of its plant protection system.

Increased emphasis on human factors and cognitive science in modem control

rooms has resulted in a reduced work load for the operators and the elimination of

many human errors. Automation implemented through digital instrumentation and

control is effectively changing the role of the operator to that of a systems manager.

The hypothesis that properly introducing digital systems increases safety is

supported by the Canadian experience. The performance of these digital systems

has been achieved using appropriate quality assurance programs for both hardware

and software development. Recent regulatory authority review of the development

of safety-critical software has resulted in the creation of isolated software modules

with well defined interfaces and more formal structure in the software generation.

The ability of digital systems to detect impending failures and initiate a fail-safe

action is a significant safety issue that should be of special interest to nuclear utilities

and regulatory authorities around the world.
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EXECUTIVE SUMMARY AND CONCLUSIONS

3

Throughout the world, the nuclear power industry is currently developing advanced

control and operator interface systems based on innovative applications of digital

computers. Significant changes in the operation of nuclear power plants can be

expected from the use of computers for automation and operator aids. Over the past

two decades, the Canadian nuclear power plant vendor AECL (Atomic Energy of

Canada, Ltd.) and utilities have demonstrated digital instrumentation and control

systems to be effective in monitoring and controlling the CANDU CCanada

Deuterium-Uranium) nuclear power plants and in providing the degree of safety

margin needed to protect both the plant and the public. The Canadian experience

of improved performance and increased safety, while using commercial-grade

computers and components, has demonstrated a cost-effective approach to the

implementation of digital systems in both control and safety systems. The ability of

these digital systems to detect impending failures and initiate a fail-safe action is a

significant safety issue that should be of special interest to utilities and regulatory
authorities around the world.

Canada has by far the most experience in the world with advanced (digital)

instrumentation and _control (I&C) systems for nuclear power plants. Darlington, the

newest CANDU plant, has digital systems in almost 100% of its control systems and

over 70% of its plant protection system. The control and plant protection systems

use commercial-grade digital components, qualified in much the same way analog

components are qualified, plus testing for electromagnetic interference and seismic

qualifications. AECL, in plants outside Ontario, has had 36 programmable logic

controllers (PLCs _) in operation in three CANDU plants since 1982 (over 300 system

years) with no incidents of spurious plant trips due to any kind of PLC malfunction

and no incidence of failure to trip when required. When a digital component or

system begins to degrade, the self-checking features immediately put the system in

trip mode and alert plant personnel, who in all cases have been able to identify and

replace the faulty component within two hours. This performance has been

achieved using a software quality assurance program that meets the IEEE and IEC

standards, but does not include extraordinary measures to prevent common mode

software design errors.

It is very difficult to compare the status of I&C systems in Canadian and U.S. nuclear

facilities, because they have developed under very different technical and regulatory

environments. The CANDU reactors are large because they use natural uranium.

Digital control systems are required to operate at the rated power levels, where

Note: the terms "PLC' (programmable logic controller) and 'PDC' (programmable digital controller)

are often used interchangeably, depending on the context.
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xenon has an influence on the neutron flux distribution and stability. U.S. nuclear

reactors use enriched uranium and are substantially smaller. As a result, the

influence of xenon on the spatial distribution of the neutron flux is limited, and analog

control systems are deemed to be adequate. Necessity and sound engineering have

made digital control systems acceptable in the CANDU reactors.

Extensive experience with digital systems in control of early CANDU reactors

demonstrated the inherent advantages (reliability, flexibility, stability, etc.). Hence,

it was a logical next step to introduce digital systems into safety systems. As a result

of Canada's very favorable experience in using digital systems in both control and

safety systems, the percent of such systems using digital technology has grown

rapidly (see Figure 1). The ability to easily automate many test and calibration

functions, to the point of using every other cycle for testing in safety systems, has

resulted in significant advantages and safety improvements to the CANDU power

plants over plants using analog systems. Indeed, the Canadian use of digital safety

systems in nuclear power plants, without analog backup systems, is almost unique

in the world.

100

<

_mq

DOUGLAS PICKERING BRUCE CANDU
POINT "A" "A" 600 DARLINGTON

1970 1980 1990

Figure 1. Trend Toward Digital Control and Protection in CANDU Pressurized Heavy Water Reactor
Nuclear Steam Supply Systems (PHWR NSSS). (Source: Atomic Energy of Canada, Ltd.)
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In the United States, digital control was not originally deemed a necessity to operate

nuclear power plants safely, and vendors utilized traditional analog systems for both

control and safety. Once the overall design of power plants evolved to a certain

level, the rapid growth of the industry (over 100 plants in 25 years) often made

regulatory approval of changes difficult. By the time the advantages of digital

systems became apparent to U.S. vendors and utilities, they were a decade or more

behind the Canadians as far as experience with digital systems was concerned.

Although there are exceptions, most U.S. nuclear I&C vendors today utilize digital

systems that emulate the function of the analog systems they replace, and make the

units plug compatible, physically, electronically and functionally.

Table 1 compares I&C systems in U.S. and Canadian nuclear power plants. For the

reasons discussed above, the I&C systems in the Canadian plants are well ahead

of those in the United States in most categories. Furthermore, there is little

expectation that the situation will change significantly in the near future. (However,

a recent Electric Power Research Institute 0EPRI) initiative could change this

situation substantially by the end of the century.) A major contributing cause is that

there have been no new orders for nuclear power plants from U.S. utilities since the

accident at Three Mile Island. Nevertheless, there is considerable effort being

expended in the United States for I&C systems for the next generation of nuclear

power plants (SBWR, AP-600, ALWR, and MHTGR). Since many U.S. vendors are

associated with foreign vendors (Combustion Engineering is owned by ABB Atom,

B&W is 51% owned by Framatom, and General Electric has a very close association

with both Toshiba and Hitachi), it is expected that much of the European and

Japanese experience in advanced I&C could be available to U.S. vendors for the

next generation of nuclear power plants in the United States. Canadian I&C

technology is also available in the United States, and AECL is an active competitor

in bidding for digital I&C systems (e.g., digital feedwater control systems) in U.S.

nuclear plants. AECL has also submitted a letter of intent to the U.S. Nuclear

Regulatory Commission to submit the 450 MWe CANDU-3 design for standard design

certification under 10 CFR part 52.

The hypothesis that properly introducing digital systems increases safety has been

supported by the Canadian experience. The safety significance of the performance

of digital vs. analog systems is a critically important issue, and it undoubtedly will

become more important with aging and obsolescence of hardwired analog

components. The use of flexible digital systems permits reallocation of the testing

function to the computer, with an attendant increase in reliability and safety.

Mounting evidence of the superior performance of digital systems provides a basis

for all regulatory authorities to allow utilities worldwide to introduce digital-based

systems where it makes sense to do so. The most important step needed for such

action is a clear definition by regulatory authorities of the validation and verification

requirements and acceptance criteria for both digital hardware and software.
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INSTRUMENTATION, CONTROL AND SAFETY
SYSTEMS OF CANADmN NucIrum FAOLn S

INTRODUCTION

The financial and operational benefits made possible by the use of modem digital

monitoring and control in other industries (e.g., petroleum refineries, chemical

manufacturing plants, and aircraft systems) have been quite significant, and there is

good reason to believe that the benefits to nuclear power plants can be equally

attractive. The potential increase in safety resulting from the use of digital systems

can provide increased investment protection to the utilities and an increased margin

of safety to the regulatory authorities. The point has been reached where the

principal licensing issues in using advanced digital systems in nuclear power plants

are not hardware reliability or performance, but rather software validity and the

interface between humans and systems.

OVERVIEW OF THE NUCLEAR POWER INDUSTRY IN CANADA

The nuclear power industry in Canada is dominated by two organizations: AECL,

the only nuclear steam supply system vendor, and Ontario Hydro which operates all

but two of the commercial nuclear power plants in Canada (Pt. Lepreau operated

by New Brunswick Electric Power Commission, and Gentilly-2 operated by Hydro-

Quebec). Ontario Hydro is by far the largest nuclear utility in Canada and operates

20 pressurized heavy-water reactors of the CANDU type at three sites, eight at

Pickering, eight at Bruce, and four at Darlington. The nuclear steam supply systems

and primary systems at Pickering and Bruce were designed and built by AECL. The

steam supply system of a typical CANDU plant is shown in Figure 2. Development

of the secondary systems, control design, and construction of the facilities were the

responsibility of Ontario Hydro. At Darlington, Ontario Hydro had the primary

responsibility for most design and construction aspects of the plant with some

assistance in certain areas (e.g., the shut down system) from AECL.

Ontario Hydro is a quasi-governmental utility that has many of the features of the

Tennessee Valley Authority in that it has official responsibilities beyond the

generation and distribution of electrical power. In addition to providing electrical

power to the Province of Ontario from hydro, fossil, and nuclear plants, it is

responsible for developing new technology and transferring it to Canadian industry

for applications and commercialization. Some of this technological development

involves advanced (digital) instrumentation and control associated with the CANDU

nuclear plants.
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STEAM PIPES

PRESSURIZER

a

[] LIGHT WATER STEAM

[] LIGHT WATER CONDENSATE

m HEAVY WATER COOLANT

r"*l HEAVY WATER MODERATOR

MODERATOR HEAT EXCHANGER

Figure 2. Steam Supply System of a CANDU Reactor. (Lepp and Watkins 1982)

AECL is a "Crown Corporation" charged with operation of the Chalk River facility

near Pembrooke, Ontario and the Whiteshell facility near Pinawa, Manitoba for the

Canadian government, as well as exploitation and commercialization of CANDU

nuclear power plants and associated technologies. AECL designs and markets the

CANDU pressure tube reactor and associated control rooms. For many years AECL

has developed and applied computer/digital technology for both process and

reactivity control of nuclear power stations. The first AECL digital control system

was implemented in the mid-1960s. AECL has also applied this technology to fossil-

fueled plants.

AECL has had the primary responsibility for major systems of the CANDU plants

built by all CANDU owners, including those built by Ontario Hydro, and has

exclusive overseas rights to the CANDU technology. Currently, AECL is building

several 700 megawatt electric (MWe) plants in Romania and Korea, and has

undertaken the detailed design of a 450 MWe advanced "CANDU-3" plant for the

1990s.
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There are 32 CANDU nuclear power plants in operation or under construction

throughout the world in addition to three smaller demonstration plants (Douglas

Point, Gentilly-1, and NPD), which have been decommissioned. These plants are

listed in Table 2. Twenty of these plants are owned by Ontario Hydro, which has

accumulated the vast majority of the experience in their operation. Both Ontario

Hydro and AECL have been very active in the development and implementation of

the I&C systems of the CANDU reactors. Since this report is intended to convey the

overall picture of the Canadian experience with advanced instrumentation and

control systems, no attempt has been made to identify the individual contributions

of Ontario Hydro and AECL.

Table 2

CANDU Nuclear Power Plants in Operation or Under Construction

Plant No. of Power Operational Owner or Country

Country Units MWe Start Dams

Pickering-A 4 504 1971-1973 Ontario Hydro

Pickering-B 4 504 1982-1986 Ontario Hydro

Bruce-A 4 885 1977-1979 Ontario Hydro

Bruce-B 4 905 1984-1987 Ontario Hydro

Pt. Lepreau 1 680 1982 New Brunswick Power

Gentilly-2 1 685 1982 Hydro-Quebec

Wolsong" 1 679 1982 Korea

Embalse 1 648 1983 Argentina

Darlington-A 4 884 1989-1992 Ontario Hydro

Cernavoda 5 705 1995-1999 Romania

Rapp'" 2 220 1971, 1980 India

Kanupp'" 1 137 1971 Pakistan

AECL has a contract for Wolsong-2 for operation late in 1997. A letter of intent for two more

CANDU plants at Wolsong was recently announced.

These units were designed by the Canadian General Electric Company. Hence, the comments

on CANDU control and safety systems in this report do not apply.
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All CANDU plants use heavy water for neutron moderation and cooling. The coolant

is kept in liquid form by pressurization in horizontal pressure tubes that hold the fuel

and are surrounded by the heavy water moderator at low pressure and temperature.

The core region is contained in a large horizontal cylindrical calandria. All units

operate with natural uranium fuel and utilize on-line refueling to keep the inventories

of fissionable material and fission products at appropriate levels, thereby maintaining

adequate reactivity for power maneuvering and overcoming xenon poisoning.

OVERVIEW OF I&C IN CANADIAN NUCLEAR FACILITIES

The CANDU design was the first commercial nuclear power plant design to include

computers in safety systems, using programmable logic comparators (PLCs). This

occurred in CANDU-600 in the early 1980s to implement the trip decision logic for

process trip parameters. The trend toward digital control and protection systems

in CANDU pressurized heavy-water reactors is clearly shown in Figure 1, which

presents an evolving trend from almost no digital control systems in the Douglas

Point Plant in 1965 to 100% in the Darlington units that went on-line in 1990. Indeed,

the Darlington units, which have 1450 PLCs, are automated to a high degree,

including automatic startup from source range to full power, built-in component

surveillance, system diagnostics, parameter checking, error logging, and an

elaborate data-acquisition system. Digital plant protection systems increased from

a few components in the units at the Bruce Station in the late 1970s to about 70% at

the Darlington plant. The complete centralized dual digital process control system,

including input/output and data communications, was designed for an unavailability

of 10 .2 year/year. It has, in fact, achieved 10-s year/year. The digital control systems

of the plants have achieved a 99.8% overall availability factor over 288 reactor-years

of operation.

Digital Control Systems

The trend toward digital control is a natural outgrowth of a solution to the problem

of controlling a large, multi-region natural uranium core with low excess reactivity.

The addition of new fuel required to raise power, plus xenon poisoning at higher

power levels, introduces modal variations that threaten the stability of the system.

Control of these modal variations in the various regions of the core is feasible only

with a digital control system. Experience has demonstrated that the reliability of the

digital systems greatly exceeds that of analog systems. Hence it was only logical

to introduce fully automated control systems into the Darlington plants.

Distributed control systems (DCSs) are planned for the CANDU Model 3 (450 MWe)

and CANDU-9 (900 MWe) plants being designed for domestic use and export,

respectively, in the 1990s. The distributed control system will perform signal

scanning and control logic functions for most of the process systems used for normal
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operation of the plants, while separate systems will be provided for safety functions.

The DCS is a programmable logic control system consisting of geographically

distributed input/output stations and a number of programmable control processors.

The input/output stations and control processors will be linked by data highways.

Signal monitoring and operator interface functions will be performed by a separate

plant display system, which will be linked to the DCS data highways. The plant

display system (PDS) also will perform some operator interface functions for the

safety system.

Digital Plant Protection Systems

The trend toward a higher percentage of digital components in the plant protection

system again grew out of the CANDU experience of high reliability when digital

components were introduced. Spurious trips virtually disappeared, set-point drift

was eliminated, calibration was minimized, and the overall reliability of the plant

protection system improved dramatically. Digital process and reactor controls plus

stepback (which, under some conditions, reduces power before trip conditions are

reached) have also contributed to the low trip rate.

The hypothesis that properly introducing digital systems increases safety is

supported by the component failure rates in the computerized shutdown systems of

the plant protection system. Table 3 shows the failures over a five-year period (from

initial criticality) for the Point Lepreau CANDU-600. All of the 44 failures in the PLCs

were hardware wearout failures, and none of them introduced a potentially unsafe

situation (i.e., all components failed in a safe state). This is a clear demonstration

of the computer's ability to detect anomalies or failures (in both its input data and

its own operation) and fail in a safe manner. By contrast, 63 of the 146 conventional

component failures (43%) were of potentially unsafe kinds (i.e., they temporarily

diminished the overall redundancy of the automatic protection systems).

Table 3

Shutdown System Component Failures

(five-year record at Point Lepreau CANDU Rant)

Type of Equipment Total Potentially
Failures Unsa_ Failures

Programmable Logic Controllers 44 0

Conventional (Analog) Hardware 146 63

Source: (Pauksens et al. 1988)
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Since 1982, three CANDU-600 Stations (Wolsong-1, Gentilly-2, and Pt. Lepreau) have

a total of 288 PLC-years of operating history without a single potentially unsafe

failure reported. In that time, there have been no incidents of spurious plant trips

due to any kind of PLC malfunction as well as no incidence of failure to trip when

required. All failures have been safe failures compared to about one-fourth of

failures in analog systems being potentially unsafe, temporarily reducing the

redundancy of protection until corrected. Hence, safety availability (converting

potentially unsafe failures into safe failures by tripping the channel) has been

enhanced. The self-checking features have detected and alarmed several hardware

failures, each of which took less than two hours to identify and repair by appropriate

board replacement.

Darlington has fully computerized shutdown systems, including safety trip decision

logic and channelized displays to the operator, automated testing, and monitoring.

While overall functionality has been increased, the safety-critical portions have been

localized to the channelized trip computers and the trip functions kept as simple as

possible. Each shutdown system (including the I&C and reactivity devices) has

consistently achieved unavailabilities of about 10 .4 year/year. (The unavailability of

a trip computer is limited primarily by the software.) Reactor trip frequency with the

reactor critical, during the period after high-power testing and plant shakedown were

completed, was 0.75 occurrences/year for both shutdown systems. The fault-tree

analysis and the failure modes and effects analysis (FMEA) of the plant protection

system both support the goal in the present plant protection system of one failure

in 1000 years of operation of a CANDU reactor. The actual unavailability is probably

an order of magnitude better than this target.

To illustrate the current status in Canadian I&C systems, a detailed description of the

CANDU-3 control and safety systems, including automation (management) of control

of the plant, is included later in this report. This system evolved from the CANDU-

600 and Darlington designs and benefitted from their experience. Furthermore, the

CANDU-3 design has a modern, all-digital control room that integrates many of the

control functions while maintaining the benefits of distributed control.

CANDU SAFETY SHUTDOWN SYSTEM DESIGN

The Darlington Nuclear Power Station, which began operation of its Unit #2 in 1990,

represents the most modem commercially available system as far as computerized

shutdown design is concerned. The major functions of this system include trip of the

reactor (if required), computer-assisted testing of safety system components,

channelized video display of safety system parameters (eliminating conventional

panel meters completely) and on-line monitoring of system operation to immediately

detect many equipment malfunctions.
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Canadian CANDU reactors are designed with a number of systems to shut down the

reactor, maintain cooling of the fuel, and contain radiation releases from the fuel and

heat transport system, should an accident occur. Every reactor put into service

since 1976 has two totally independent triplicated shutdown systems (called SDS-1

and SDS-2) to meet reliability targets. Each system must be independent of the

other (different sensors, different logic, different types of reactivity devices, different

software, and even different suppliers when possible), must use diverse designs, and

must be physically separated. The Canadian regulatory body for nuclear power,

AECB (the Atomic Energy Control Board), has accepted that if the two shutdown

systems are diverse, are independent of each other and other process systems, and

meet their unavailability goals, it is incredible that both systems would fail

coincidentally when called upon to shut down the plant.

SDS-1 uses control rods that drop into the reactor from the top, and SDS-2 injects

a gadolinium-nitrate solution into the heavy-water moderator using nozzles that enter

the reactor from the side. Figures 3 and 4 are block diagrams of SDS-1 and SDS-2,

respectively, for a CANDU-600. Each shutdown system must protect against the

same group of design basis accidents, and each design basis accident must be

detected by two diverse measurements on each shutdown system. These computers

are required to meet a 100 millisecond response time requirement for the shutdown

system.

TRIP PARAMETER TEST

I L---__

I SETPOINT

_ ---,--I- CHANNEL 'E' OTHER

_ , ,

I
L._J _" CHANNEL 'D'

TRIP SIGNAL

DROP TEST PARTIAL ROD
OF INDIVIDUAL LOGIC CHANNEL 'E'

RODS ANNEL 'F' TF_T

CLUTCHES CLUTCHES

GROUP 'A' GROUP '8'

' I
HIGH PRESSURE

HELIUM

Figure 3, CANDU-6O0 SDS-I Figure 4. CANDU-600 SDS-2

Source: (Lepp and Watkins 1982)
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Both SDS-1 and SDS-2 have hierarchical configurations. The bottom layer of this

hierarchy uses six computers (three for SDS-1 and three for SDS-2) and performs the

following functions: reads and checks safety system parameters, performs the trip

determination algorithm and issues trip signals via digital outputs, performs

self-checks, and drives alarm windows on the main control room panels. The system

also sends plant parameters and trip computer status information to the display/test

computers via the fiber optic link and receives calibration data for in-core, self-

powered flux detectors from the display/test computers via the fiber optic link.

The shutdown systems have stringent reliability requirements. For licensing reasons,

each system must be unavailable to trip the reactor less than 10 .3 of the time, and

this performance must be confirmed by regular testing. The system has been

designed to minimize spurious reactor trips, with a target of less than 0.1 spurious

trips per year. The design is based on three identical but physically separate

channels in each safety system. Two out of three SDS-1 or SDS-2 channels must trip

to cause a reactor trip. This arrangement allows periodic on-line single-channel

testing to verify that unavailability targets are being met. It also guarantees that no

single random failure will trip the reactor, even during testing. The communications

links on each shutdown system are interlocked to ensure that only one channel may

be tested or recalibrated at any one time. If a channel is in a tripped state for any

reason, the system will not permit testing to take place on another chamlel, thus

preventing spurious reactor trips.

There are four levels of computers in the safety shutdown system. All process and

neutronic instruments in a single channel are connected to the trip computer in that

channel.

lo Trip Computer. SDS-1 uses general coincidence logic (i.e., any channelized

parameter exceeding its setpoint can cause a channel trip). SDS-2 uses local

coincidence logic (i.e., a channel will trip only when the same parameter

exceeds its setpoint in at least two channels).

o Display/Test Computers. The next layer up consists of the display/test

computers (which are also channelized). They perform the following functions:

exchange information with trip and monitor computers, drive two panel-mounted

video displays so that the operator can see the values of the process and

neutronic trip parameters and their setpoints, and issue test signals to field

devices on command from the monitor computers.

1 Shutdown System Monitor Computers. The next layer up is the shutdown system

monitor computers, which are not channelized. They perform the various

identification and communications functions associated with monitoring. There

is only one shutdown system monitor computer per shutdown system.
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, Safety System Monitor Computer. The top layer of the system is the safety

system monitor computer. There is only one such computer in the station. It

accepts data (e.g., alarm messages and test results) via serial links from all eight

shutdown system monitor computers at the Darlington plant (two systems in

each of four reactor units). Its function is historical data storage, with the

capability to recall raw data off-line.

Experience has shown that from time to time it may become necessary to modify

programmed trip setpoints, alter the conditioning logic, or add new trip parameters.

Such changes may originate from changing operational considerations or regulatory

requirements and analyses. With conventional technology, implementation of all but

the simplest of changes can be a serious problem because of the competing

demands of safety and power production. If the plant must be shut down to make

the changes, a very costly loss of power production may be incurred. If it is kept

operating, there can be a significant risk of impaired protection or a costly spurious

trip resulting from human error during the installation and testing process. With a

computerized shutdown system, much of the modification effort is moved off-line into

the software development laboratory, with a significant benefit in reduced outage

time and/or reduced system impairment time. In particular, the use of trip computers

allows activities equivalent to wiring, calibration, and testing to occur in parallel with

plant operation and with no compromise of safety system availability.

OUALITY CONSIDEI_TIONS

A key to the reliability of the I&C and safety systems of the CANDU plants is a

thorough quality assurance program for both hardware and software. In addition,

both the software and hardware are kept to the minimum required to carry out the

safety functions, thereby minimizing the verification and validation (V&V) required.

For example, the PLCs used in the CANDU 600 units have no operating system, no

use of interrupts, no keyboard, and no displays other than a light emitting diode

(LED) display for fault diagnosis. The software occupies about 3K words of EPROM

(electronically programmable read only memory), and it uses a scratchpad of about

100 words of RAM. It is written in assembly language and consists of a single

endless loop that calls six modules in turn, taking about 35 ms per pass. The

software is designed so that every second pass through the loop is executed with

test data instead of real-field inputs. There are ten sets of test data, which are

designed to test all significant combinations of inputs and their failures, and for

which the self-test module can verify the expected outputs of each trip parameter.

Each module is dedicated to one function or one trip parameter. One module

computes the estimate of reactor power for conditioning setpoints, the next three

compare their process variables to the calculated setpoint, the fifth performs

diagnostic self-checks and drives the output contacts, and the sixth and last

initializes the PLC for the next pass.
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The PLC also performs checksums on all PROMs every 350 ms to guarantee the

integrity of the software logic and setpoints. The input/output hardware is tested on

each pass by wraparound input/output, and the output signals are changed

periodically to permit the software to test for correct operation. Finally, all of these

checks are used to determine if the watchdog output should be toggled. The

watchdog is a simple AC-coupled device that drops out, opening a contact in the

trip logic chain and thus opening the channel if it is not toggled every 100 ms.

Hence, stall-type failures of the PLC are also caught.

The hardware, which is composed entirely of commercial-grade components, was

qualified in much the same way as analog equipment, plus additional testing

appropriate to digital systems such as electromagnetic interference and elevated

temperature test. The seismic qualification, which was performed by testing the PLC

(the OH 180 model designed by Ontario Hydro and used extensively in CANDU

plants) in its cabinet on a shaker table, resulted in some modifications for stiffening

and retaining components in receptacles. Shielding was added to reduce the

electromagnetic interference. Operation at elevated temperatures demonstrated that

no modifications were necessary. The qualification exercise demonstrated that

commercial-grade equipment could be qualified to specific industrial requirements

in a straightforward manner, and its use can be a cost-effective alternative to

equipment specially designed for harsh environments.

Thirty-six PLC systems have been in operation in three CANDU plants since 1982.

In that time, there have been no incidents of spurious plant trips due to any kind of

PLC malfunction and no incidence of failure to trip when required. The

self-checking features have alarmed several hardware failures, each taking less than

two hours to identify and repair by appropriate board replacement.

In the case of the Darlington plants, additional steps have been taken to assure the

diversity of the systems. For instance, the trip computers for SDS-1 and SDS-2 are

from different manufacturers; the two shutdown systems are coded in different higher

level languages (Fortran on SDS-1 and Pascal on SDS-2) with some use of assembler

language, using independent design teams; SDS-1 software consists of an infinite

loop while SDS-2 utilizes a small kernel; watchdog timers are implemented on each

trip computer;, and self-checking and fail-safe software functions are present but
differ from the PLCs.

The safety significance of the PLCs vs. analog systems is a critically important point,

and undoubtedly it will become even more definitive with the aging of analog

hardwired safety systems. Most plants in the United States have operational safety

systems based on analog hardwired components. Periodic testing initiated by

humans is the accepted method of detecting failures in such components, but this

type of testing is subject to human error. Reallocation of the test function to a

computer clearly improves safety. The clear superiority of digital systems, with their
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ability to diagnose impending failures and initiate a fail-safe action, is a significant

safety issue that should be of special interest to every utility, as well as to all nuclear

regulatory authorities.

LI_ING OF DI_'I'_, IAC AND _ bWBTEMS

In the licensing of the Darlington Plant, the Canadian Atomic Energy Control Board

(AECB) raised a number of issues regarding the design of the digital safety systems,

primarily questions about the software used in these digital systems. The questions

were more philosophical than safety related and dealt with long-term issues rather

than an immediate concern with specific problems of the Darlington control and

safety systems. The principal issues were:

1. There was no agreed upon measurable definition of acceptability for the

engineering of safety-critical software,

2. There were no widely accepted and adopted practices for the specification,

design verification and testing of safety-critical software in existence,

3. It was not possible to quantify the achieved reliability of the software component

of the safety system,

4. It was not possible to quantify the benefits of using diverse software, and

5. It was not possible to exhaustively test software in all of its possible modes; thus

it was unclear what constitutes a sufficient degree of testing.

AECL and Ontario Hydro were required to backfit several additional design and

verification processes (after the original software development process was

completed).

The application of many of these techniques represented their first use in a nuclear

safety-critical application. These included:

1. Preparation of a mathematically precise software requirements specification,

2. Formal verification of the code against the requirements specification,

. Carrying out of statistically significant trajectory-based random testing to

demonstrate that the software reliability was consistent with the system reliability

requirement, and
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4. Preparation of a hazard analysis of the code to identify failure modes that may

lead to an unsafe event.

To avoid similar difficulties and to assure that these techniques were applied during

(not after) the development of the software, Ontario Hydro and AECL jointly

formulated a strategy for the development of a set of standards, procedures and

guidelines for software engineering to address these requirements for all levels of

criticality. The result is a high-level "Standard for the Software Engineering of Safety-

Critical Software" that defines the software engineering process, the outputs from the

process, and the requirements to be met by each output. The requirements are

expressed in methodology-independent terms so that various techniques for software

engineering may be used to meet the requirements of the standard. This allows the
standard to be used to assess the acceptability of the various proposed techniques

and allows for techniques to evolve without requiring changes to the standard.

Equally important is the increased modularization of the software so that modules

that have undergone the comprehensive review processes described above, and that

have been documented and tested in plants, can be reused. The prospect that a

module can be reused in other plants is an additional incentive for the vendor and/or

the utility to make the investment necessary to assure that the software is error-free.
This also limits the additional V&V needed to the interfaces between modules when

changes in the software are made only by adding, deleting or substituting modules

that have previously been subjected to rigorous V&V.

The design and review process needed for licensing of digital systems is still

evolving as discussions continue among AECL, Ontario Hydro and the AECB. Two

design methodologies currently appear to offer the most promise. These are:

II The Rational Design Process, a mathematically rigorous approach that

documents a deterministic relationship between the pre- and post-conditions of

all the inputs and outputs of the software, and

o The Integrated Approach, a graphical function block methodology that has

undergone less scrutiny by the AECB but has advantages in terms of

reviewability, re-use of software modules, flexibility, and cost effectiveness.

The Rational Design Process is being used in the Darlington redesign process.

There are indications that software reviewability and simplicity contributes more to

safety than proof of correctness, but additional R&D is needed to demonstrate this

hypothesis. If this hypothesis can be demonstrated, the Integrated Approach

methodology may be better.

There is no international consensus on what constitutes adequate safety-critical

software design requirements. AECL has accepted an independent review panel
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appointed by the International Atomic Energy Agency (IAEA) to review the software

design of the Wolsong-2 project. German, French and Japanese plants that have

digital safety systems require hardwired analog systems as backups. The only

digital systems in current U.S. plants are "plug compatible" direct substitutes for

analog systems, and serious review of proposed digital I&C and safety systems for

advanced plants (AP-600, SBWR, etc.) are only beginning.

The description of the development of software in accordance with the Standard for

Software Engineering of Safety-Critical Software is well beyond the scope of this

report. Suffice to say that it involves many of the following:

1. Planned and systematic procedures to be followed during the development of

the software and over the lifetime of the plant,

2. Comprehensive documentation of the process expressed in mathematical terms,

3. Mathematical verification to demonstrate compliance with specifications, both

systematic and random testing,

4. Configuration management over any changes in either the software or hardware,

5. Maintaining independence of design and verification personnel, and

6. Performance of analyses to identify and evaluate potential safety hazards

associated with the computer system.

It is clear that AECL and Ontario Hydro are at the forefront of the development of

standards for software engineering of safety-critical software.

POTENTIAL D_ANTAGF__ADVEI_E COI_EQUENC"ES OF ADVANCED I_:C

The advantages of introducing advanced digital systems into nuclear power plants,

especially in view of the Canadian experience, appear to be overwhelming. Indeed,

a compelling case can be made that safety is increased by the introduction of digital

systems. This, of course, is dependent upon the digital systems working properly

all the time. Unfortunately, this may not be the case. All digital systems, even the

most elementary systems such as PLCs, rely on some sort of software (that may be

implemented in hardware such as EPROMs) to enable the system to carry out the

desired function. Operating systems have been found to have software errors after

several years of extensive use in the field. Numerous errors have even been found

in the operating system of computers. A Canadian firm manufacturing a cancer

treatment radiation device had a disastrous experience with a software error in a

digital control system that resulted in the death of two patients and over-exposure
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of several others. As tragic as this was, it pales in the light of what potentially could

have happened if that defective digital system were in a nuclear power plant and all

safety and backup systems failed or were disabled (as in the Chernobyl accident).

Although Canadian designers target very high availability in their digital systems,

they do not presume that there will not be failures. Proper system design

considerations (including "defense in depth") can mitigate the impact of failures.

Further, it is realized that software errors are design faults as opposed to wear-out

faults more prevalent in conventional analog systems (which can also contain design

faults). The key used by Canadian designers to reduce design faults to an

acceptable level is management of system complexity.

The potential for software errors drives home the absolute necessity for a thorough

and effective quality control program that incorporates verification and validation

throughout the software development process for safety-grade systems. The

Canadians incrementally introduced digital systems into their plants over almost two

decades. Even so, the startup of the first Darlington plant was held up for many

months by the Canadian regulatory authorities to assure that the software used in the

plant protection system had been subjected to adequate quality assurance.

The cost of an adequate software quality assurance program can be staggering if

there is no consensus among utilities, designers, and regulators establishing

achievable, cost-effective V&V and software engineering methodology for safety-

critical applications. Even the IEEE 7.4.3.2 standard can be prohibitively expensive

to implement for small systems, especially those that are not produced in large

quantities. It seems to be an accepted fact that the software for most digital systems

will cost more than the hardware.

The trade-off between potential improvements in safety and reliability vs. the

potentially adverse (even catastrophic) results of a software error presents a

regulatory dilemma that somehow must be resolved. This may require more

research into different or improved methods of V&V or alternate approaches to

specifying regulatory requirements. The experience with the CANDU plants, where

software errors have not been a significant issue over the years, is encouraging.

This undoubtedly is due to the thorough V&V program implemented. The recent

AECL/Ontario Hydro response to the AECB challenge is leading the way. The

challenge is to retain thoroughness while reducing cost.

HUMAN FAC'I'OI_

Human factors are being given high priority to improve safety, improve operator

performance, reduce workload, and reduce costs associated with human error



Robert E. Uhrig and Richard J. Carter 21

throughout the plant life cycle. There are two major thrusts in this program being

applied during the design phase of the life cycle. These are as follows:

° Revision of the plant design and operations processes to incorporate principles

and practices established in the academic/technical disciplines of human factors

engineering and cognitive science to ensure that human characteristics and

behavior are considered. The goals are to reduce the potential for human error,

ensure that rigorous design processes are being utilized, and ensure auditability.

. Effective utilization of new technologies and processes to design a plant human-

machine interface that will significantly reduce the incidence of human error,

improve operator performance, reduce operator workload, and thereby improve

both reliability and safety. Significant event data from operating nuclear plants

consistently indicate that human factors issues (in design, operation,

maintenance, selection and training of personnel, construction, commissioning

and organizational effectiveness) contribute to equipment or safety barrier

impairment in 40-60% of the cases.

Human Fantors in CANDU Reactors

Human factors requirements for nuclear power plants have not been dictated by the

Canadian AECB. However, the Canadian Standards Association (CSA) and the

nuclear industry as a whole are sponsoring the development of guidelines. The

human factors group at Ontario Hydro currently uses Institute for Nuclear Power

Operation guides, NUREG-0700 ("Guidelines for Control Room Reviews"), and

MIL-STD-1472 ("Human Engineering Design Criteria for Military Systems, Equipment,

and Facilities"). The AECL human factors group is using NUREG-0700, Electric

Power Research Institute human factors guidelines (e.g., "Guide to Nuclear Power

Plant Control Room Design"), and visual display unit documents developed by the

Idaho National Engineering Laboratory during design of the advanced control room

of the Advanced Test Reactor. They are continually assessing and evaluating

feedback from operating CANDU plants in order to improve the effectiveness of the
human role in the control room. It should be noted that there is some doubt as to

whether existing human factors guidelines are applicable to advanced

instrumentation and controls.

Operator Training. Ontario Hydro operator trainees spend their first two years of

employment in training. When students first enter the training program, they do not

generally have any previous formal computer training. Training is now conducted

at the Eastern Nuclear Training Center for Pickering and Darlington personnel and

at the Western Nuclear Training Center for Bruce personnel. Full scope simulators

with the unique characteristics of the specific plants have also been installed at all

Ontario Hydro sites as well as the Point Lepreau and Gentilly sites. The training

comprises both classroom instruction and training in a full-scope simulator.
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Operator training for the Darlington control room is also performed by Ontario Hydro

and includes training on the Darlington simulator at the Eastern Nuclear Training

Center.

Training materials for the later CANDU stations have always contained information

on advanced instrumentation, controls and computer generated displays (CGDs).

The features of digital controls are routinely discussed during other systems training

in order to show system interrelationships. Utilization of advanced instrumentation,

controls, and CGDs, along with conventional instrumentation is highly encouraged.

The use of digital instrumentation and controls is an integrated part of the overall

training program for Darlington. Training also consists of instruction on signal

sources, correction factor calculations performed by the computer, and software flow

charts.

Instructors at Ontario Hydro's Eastern Nuclear Training Center have indicated that

they have not seen any significant differences in the training requirements for digital

instrumentation and controls vs. other plant systems. Indeed, they said that it might

be easier to teach candidates on advanced systems than on conventional systems.

AECL personnel have stated that it was not more difficult to retrain the operators for

the modified Courtenay Bay control room (AECL's first modem control room in a

fossil plant having only video displays) than it was to train operators for the CANDU

control rooms.

Procedures. Traditionally the development of control room procedures had not been

started by the Canadian utilities until late in the control room design process.

Procedures for existing CANDU power plants include system operating procedures,

chemistry control procedures, an abnormal incidents manual, and operating

memoranda. Detailed operating procedures, which were developed in parallel with

the plant human-machine interface, form the basis for the information system design.

Operators are involved during the preparation and checkout of the procedures.

Use of Simulators. AECL has used and is using simulation techniques in engineering

and human-machine interface designs of the existing CANDU control rooms, the

advanced control room, and control rooms of the future. Part-task simulators and

mockups were also utilized during the design of the Courtenay Bay control room.

These simulation tools are used during the initial training of the operators and

instructors. AECL staff members have stated that there is a growing recognition by

the Canadian utility community of the worth of training simulators.

Physical/Cognitive Workload. AECL's goal in using advanced instrumentation and

controls technology has been to simplify required operator actions and to relieve the

human of mundane, routine, and tedious tasks. It appears that they have been

successful in that the Darlington control room requires less manual control than
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Pickering B. Ontario Hydro management concurs that the technological changes

being made at Darlington will reduce operator workload.

AECL personnel have indicated that the operator's cognitive workload in the

advanced control room is significantly lightened compared to earlier CANDU control

rooms. The operator "keeps in touch" with the reactor systems via the standard shift

turnover tools (i.e., data logging, bar chart recorders, and parameter trend displays).

AECL personnel have indicated that procedures response time should be linked to

the annunciation system priority structure to have a "cognitive level" of operation for

the operator. There is some concern that the cognitive workload should not be

decreased too far, because the operator needs a purpose and a sense of

accomplishment during general shift work as well as familiarity with the computer

system.

Operator Performance. There is a perception among many in the nuclear industry

that the operator is the "weak link" in nuclear plant safety. Statistics indicate that 57%
of the errors in all CANDU stations have been human related. Through the use of

advanced instrumentation and controls technology, operator involvement in routine

tasks and in tasks for which the required response is well defined has been

minimized. It is the expectation of both AECL and Ontario Hydro that, by doing this,

the frequency of control room operator errors has been reduced well below the

levels typical in conventionally instrumented pressurized water reactors. The human

factors group at Ontario Hydro has conducted a number of time-line studies of the

operator in the control room. Their results suggest that the performance of first

operators has indeed changed; they now make fewer errors and perform their tasks

more quickly than before.

It is too early to tell whether the changes introduced in the Courtenay Bay control

room (an oil-fired power plant with a prototype control console that has only video

displays) have decreased the incidence of errors, but the operator can now move

more easily and naturally between the CGDs. For the control room of the future,

AECL is trying to address and deal with knowledge- and rule-based human behavior

instead of skill-based behavior. With the use of digital equipment increasing from

the earlier generation CANDU plants to Darlington, the first operator's job has

become easier and can be performed more efficiently. AECL has indicated that with

the introduction of advanced instrumentation and controls, the operator can think

instead of running and doing.

Maintenance. Ease of maintenance was considered during development of the

digital software for Pickering B, Darlington, and Courtenay Bay. The software was

designed to be simple and to permit revision efficiently and with minimal risk.

(However, see AECB concerns cited elsewhere in this report.) Ease of access for

maintenance of hardware components was considered during design of the

Darlington control room. Accessibility for maintenance is also being considered
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during design of the advanced control room. Much of the hardware and software

will be able to perform self-check, self-diagnosis, and self-test. More components

than before will be placed in accessible areas, maintenance methods will be

simplified, and ample access and equipment for all required maintenance will be

provided.

Intelh'gent Display of Operating Procedures. Personnel at both Ontario Hydro and

AECL have indicated that intelligent display of normal and off-normal operating

procedures would be beneficial to control room operators. However, there is

concern that current technology is not capable of presenting an intelligent display

that meets the operator's needs and that more research remains before this option

becomes a reality. A display of critical parameters to monitor during off-normal

events would also be helpful. Currently, AECL is worldng on "context specific"

displays to provide overview displays of all pertinent information needed for

emergency operating procedures and are developing "smart" procedures for the

control room of the future. These procedures will be presented on color graphic

screens and will be edited and/or updated frequently, based on the computer's

knowledge of the actual state of the plant.

CANDU Personnel

Operator's Role. In the existing CANDU control rooms the separation of shift

responsibility is divided among three individuals. The shift supervisor is in charge

of the authorization of work and holds responsibility for power production. The work

control area supervisor is responsible for scheduling, planning, and organizing work

parties. The first operator is the senior power plant operator residing in the control

room; he has always been thought of as a supervisor to some degree. The operator

is considered to be the monitor of actions and has responsibility for the control

actions performed. He can intervene and take over control of the situation whenever

he so desires. However, the level of automation provided does not require any

operator actions within 15 minutes of an unexpected or abnormal event.

The role of the operator has changed significantly from Pickering B to Darlington.

In the Pickering B control room the operator is primarily responsible for observing

and taking into account every single meter reading, whereas at Darlington the first

operator assumes the role of a monitor. AECL believes that the first operator in the

advanced control room will function in a "supervisory mode of control" and be both

an operator and a maintainer. For control rooms of the future, the AECL staff is

trying to develop tools that will let the human act as a thinker, planner, and

supervisor.

Operator Demographics. The average age of CANDU control room operators is

slowly increasing. The control room operating staff at the Darlington Generating

Station will be a mixture of operators from Ontario Hydro's other nuclear facilities
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and new employees. To become an auxiliary operator in one of Ontario Hydro's

plants, an individual must have completed 13 years of schooling and two years of in-

plant training. It takes about 8 to 10 years after that to be eligible for the position

of first operator. Each of the four units at Darlington has one first operator on duty

at all times.

Selection and Qualification Requirements. The increased use of digital equipment

from earlier-generation plants to Darlington has not had an impact on selection and

qualification requirements for control room operators. However, Darlington control

room operators require some additional skills compared to Pickering B operators,

notably a greater degree of computer literacy. AECL has indicated that, relative to

the Darlington skills inventory, introduction of the advanced control room will have

little, if any, impact on the selection and qualification requirements for control room

operators. There are some Who feel that for control rooms of the future, there may

be no first operator. In this case, the shift supervisor effectively will be the first

operator. As a result, the training, selection, and qualifications of this operator may

change. However, the role of the operator is not expected to change drastically

from what it is today.

CANADIAN POWER PLANT CONTROL ROOMS

CANDU Nuclear Power Plant Control Rooms

R.A. Olmstead (Olmstead 1992) has classified CANDU control rooms into the four

classes given below with the features listed and the Canadian plants in which they

are installed:

. First Generation. Control rooms had fixed, discrete components (switches,

lights, recorders, annunciators, etc.) arranged in an intuitive "common sense"

way. Such systems were used in Canadian plants of the 1960s, and those still

in use have been upgraded to include many features of the second generation

control room.

. Second Generation. Control rooms have video displays, keyboards, and

information processing computers. Ergonomic and anthropometric standards

(dealing with the size, shape, slope and other parameters of the physical

interface in relation to the physical characteristics of the operators) have been

applied to the physical layout of the control panels and the physical

manipulation performed by the operators. Such systems are in use in the

Pickering and Bruce plants today.

3. Third Generation. Control rooms place much more reliance on video display

units as the primary source of information to the operators, while hardware
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devices have been retained for the discrete logic drive controls. Display formats

are more comprehensive and arranged in related hierarchical structures for ease

of selection. Darlington is the first plant to have such a control room.

, Fourth Generation. Control rooms utilize computer, electronic display and

communication technologies of the 1990s, while human factors are used to

address the cognitive aspects of operator performance. CANDU-3 will be the

first Canadian plant of this class.

In the second generation control room, there is sufficient automation to ensure that

no operator action is required in the first 15 minutes of any operational upset event.

Automation is used to free the operators from tedious, distracting, stressful tasks to

allow him/her to concentrate on more strategic matters. Examples include no

requirement for operator action for a boiler feedwater transient after a reactor trip,

and automatic warm-up and cool-down of the primary and secondary process

systems.

In the third generation control room, more information is presented to the operators

on video display units, allowing a reduction in the size of the overall control console.

Considerable attention has been given to the anthropometric design of the panel.

Hierarchical displays give both overview and detailed views of the systems in

functional display formats developed specifically for Darlington. For instance, the

display for the boiler swell/shrink situation contains all the data necessary to monitor

the level and related setpoints at all power levels. The annunciator system has been

enhanced to provide operators with more analytical capability after the initial flood

of alarms.

In the fourth generation control room, many of the design requirements are based

on theories established by the discipline of cognitive science to describe the

behavior of humans as components in an information processing system. The

human-machine interface design is driven by user requirements, and every effort is

being made to elevate the role of the operator to that of system manager.

information is being packaged and presented in a context that is sensitive to the

particular situation. Safety-critical parameters are continuously available for

monitoring and control through a simple independent facility.

Features of Modern Canadian Power Plant Control Rooms

The first modem Canadian power plant control room console was developed for an

oil-fired power plant at Courtenay Bay. It consists of four video displays and a single

interactive keyboard. The CGDs are fully redundant and have been designed such

that the plant can be controlled by only two of the video displays during any phase

of operation. Except for the start-up phase, adequate control is possible from only

one video display. Although the design of this console uses standards appropriate
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to fossil plants, the experience gained has been invaluable in evaluating alternatives

in the design of consoles for modern nuclear power plants.

The most modern Canadian power plant console currently in operation (since

September 1991) is in the Ontario Hydro Lakeview coal-fired plant in Mississauga,

Ontario. It is based on the Bailey INFI-90 distributed control system. The complete

operator interface has five video displays, all fitted with touch screens for display

and control selection. The interface is implemented on two proprietary

"Management Command Systems," either of which is capable of full operation. The

display and control information hierarchy is based on a combination of function- and

system-oriented formats. Although the design is for a fossil plant, it is representative

of the issues that can be addressed in design of advanced computer-based control

rooms.

Each Darlington control room has a control panel approximately 34 feet long.

Mounted across the top of this panel are a number of annunciation video displays,

which are grouped by function. Three other video displays arranged across the

middle of the panel are used to display system parameters and system drawings.

Situated in front of the panel is a small console consisting of four video displays,

where the first operator sits during the monitoring mode.

Computer-Generated Displays. The CANDU's CGDs are arranged in a hierarchial

structure. CGDs in all CANDUs have been programmed so that they can be

modified easily and quickly in order to present information in another manner or to

add or delete specific parameters if the operators so desire. Alphanumerics are

used in the system parameter CGDs, and the plant system CGDs utilize graphical

symbology. The CGD screens present many types of data displays as well as

symbols for valves, pumps, fans, dampers flow diagrams; bar graphs; and alarm

messages. AECL's oil-fired power plant control room has three layers of cathode

ray tube (CRT) screens. Alphanumerics and graphics are also used with these

CGDs. The most recent alarm is displayed at the bottom of every screen. Screen

functions are selected via a hierarchial system of menus. The screens can be

adjusted and configured and the schematics can be edited on-line.

High-resolution color is presented on the video displays in all control rooms.

However, because redundant information is presented by the symbology and the

colors on the CGDs, the video displays can be run in monochrome if there should

be problems with the color generators (or if the operator is "color blind"). Color

coding is also used in the control rooms to depict the status of components and to

help identify the severity of the plant status.

The main video displays in Ontario Hydro's control rooms support multiple users.

They are totally redundant in that every CGD can be presented on all video displays.
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Also, the operators can monitor any CGD on the four video displays on their control

console. The control room can be operated by only one operator.

Controls. Ontario Hydro operators provide information to the control system through

their control panels. Input includes start-up rate and the power levels to be

maintained. In the fourth generation control room designed by AECL, operators are

able to monitor the state of the plant and take control actions through the CGD

console facilities. All control and data acquisition is accomplished via interactive

graphics. The operators adjust automatic controller parameters and/or setpoints,

acknowledge alarms, and perform data-logging activities via the video displays.

Expert Systems. The Canadian utility is developing a number of expert systems for

its control rooms. One prototype is a knowledge based diagnostic system being

installed in the Picketing Generating Station that will assist the operators in

identifying the root cause of disturbances that have caused serious deviations in the

plant's critical safety parameters. Both AECL and Ontario Hydro are developing

several automated operator aids.

Organizational Support. Digital equipment appears to have been introduced into

Ontario Hydro's control rooms in a manner that supports operator acceptance.

Management wholeheartedly supports the use of advanced I&C in its nuclear

generating station control rooms. Also, operators were involved in the design

process starting early in the development process. They were also thoroughly

trained on the digital I&C before it was implemented. Training on the digital I&C in

the simulator has had much to do with operator acceptance of advanced technology.

Changes in the control rooms have been well accepted by operating personnel at

Ontario Hydro, and the operators are enthusiastic about the modifications. Their

early involvement in control room design gave designers prompt feedback on the

operator interface and promoted early understanding of the system by the operators.

Control Room for New CJLNDU Stalions

AECL is designing its advanced "fourth generation" control rooms for the CANDU-3

and CANDU-9 using a computer-aided design system. Each control room will

consist of a control panel and two consoles: a main control console and a safety

system testing console. The panel will include areas for the shutdown systems,

emergency core cooling, primary heat transport, reactor regulating system, digital

control computers, boiler control, feedwater systems, condenser and turbine, and

support services. Each panel will have three physical levels: at the top will be the

annunciation system windows; in the middle will be the video displays and

monitoring instruments; and at the lowest level will be switches, controls, and

keyboards. The main control console will allow access to all of the computer

setpoints and displays which are available at the video displays mounted in the
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control panel. The control room will also have large, dynamic color mural mimics

depicting the major equipment and system status of the entire plant.

Ontario Hydro and AECL are working on a number of automated operator aids for

alarm analysis, heavy water inventory, plant analysis, status monitoring, diagnostic

monitoring, secondary heat transport, process control, fault diagnosis, spent fuel

bundle count, and development of training manuals. The operator aids are being

evaluated and used in the simulator before they are implemented in the control

room. Ontario Hydro and AECL are members of a CANDU Owners Group (COG)

that is determining where the Canadian industry should be going in regard to on-line

operator aids.

AECL is also developing the control room of the future (10 to 15 years from now).

It will be a compact module and will contain a few sit-down consoles that will

provide the operators with information that has been processed to reflect the context

of their specific objectives and tasks in each particular situation. Current plant status

at the most detailed level will be available on CGD screens in the form of

computerized flowcharts.

Operator's Companion

An indication of future developments in advanced CANDU control room operations

is the "Operator Companion," a series of concepts being considered for future

control rooms that would inform and advise the operator on all aspects of plant

operation in a manner that is not possible with conventional I&C systems. Some of

the features of these concepts include:

. Context-sensitive information displays to provide the operator with information

that has been processed to reflect the context of his/her specific objectives and

tasks in each particular situation,

. Detailed operating instructions, edited to reflect the actual state of the plant, to

be presented using color graphic screens, voice annunciation and automatic

confirmation of essential prerequisites to action,

3. Several expert systems for a variety of specific tasks, especially those that are

not routine, to assist the operator,

. A large dynamic color graphic mural mimic depicting the major equipment and

system status of the entire plant to provide the operator with a mental model of

the plant,

. Control room displays designed to exploit cognitive science by presenting alarm

configurations and plant parameter deviations in the form of interpretable

patterns,



30

6.

.

Instrumentation, Control and Safety Systems of Canadian Nuclear Facilities

An operator decision support system to provide the operator with root cause

diagnostic information during any type of operation, including the answers to

%vhat if?." questions and the rationale for any recommendations, and

An operation information system to electronically integrate and automate

"routine" activities associated with the operation of a plant (i.e., maintenance

records, work control, equipment status, event logging, schedules, etc.).

CANDU-3 DIGITAL I&C AND SAFETY SYSTEMS

As an indication of the state-of-the-art in digital instrumentation and control systems

and safety systems, the new CANDU-3 design is described here in considerable

detail. The CANDU-3 design promises substantial safety and operational benefits,

as well as cost reductions, by taking advantage of the rapid evolution of digital

technology and human factors engineering. The following are some of the most

significant features and benefits:

. Many fixed indicators and controls have been eliminated and replaced by

interactive video stations and large mural mimics that display and communicate

overall plant status and support group decision making.

2. Trunk cabling, relays, timers, comparators, etc. have been replaced with

distributed control processors to provide a substantial reduction in complexity.

3. Repetitive, error-prone tasks such as periodic testing are being automated.

4. The emergency response facility is an extension of the comprehensive

information management facility available in the CANDU control room.

= The control room interactive video displays include procedure-driven displays

to support the tasks required for operation.

. A critical annunciation system will provide operators with a short list of priority

alarms related to predetermined critical safety parameters and emergency

operating procedures during major plant disturbances.

Plant Display System

In the CANDU plant display system (PDS), two computers collect most of the plant

data through a pre-processing computer from the distributed control system (DCS).

The balance of data, that associated with the special safety systems, is obtained from

the field through a similar set of database computers called the safety system

monitor (SSM). The PDS database computers transmit plant information to

redundant local area networks (LANs) which supply information to five operator
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workstations (each with three video displays, a keyboard and a graphics position

device) to produce the display and supervisory control interface between the plant

and the operator. Similarly, information from the SSM can be routed to two operator

workstations, one in the main control area and one in the secondary control area.

The hardware and software are open in architecture and adhere to computer

industry standards so that they can be expanded, if desirable at a later date. Each

of the nodes on the network are industrially hardened, general-purpose computers

drawn from a family of computer products connected through a commercial LAN.

The system is designed such that the whole system can function in a closely

coupled fashion much like a multiprocessor computer.

Widely-used commercial, off-the-shelf software components are used for the PDS.

At the present time, POSIX (Portable Operating System Interface) standards for the

operating system are being used. An industry standard windowing environment,

such as X-Windows (standard windowing software for workstation and large

computer environments) and Open Look or Motif (both are window manager

software packages that give the "look and feel" to the windowing environment) are

being used. The software is being developed in one or more of the ANSI standard

programming languages (such as C or C+ +).

Distributed Control System

Data acquisition and process control functions for non-safety systems are performed

by an advanced distributed digital control system. This includes change-of-state

detection and time stamping for selected binary events. It controls low-level and

interlocking functions for individual process devices (such as pumps, valves,

solenoids, etc.), as well as high level control and coordination functions for groups

of devices and systems (steam generator level control, system pressure and

inventory control, etc.). The scope includes manual and automatic mode changes,

setpoint changes, and control actions carried out in response to operator commands.

The DCS consists of a number of signal scanning and processing stations linked by

high performance data highways. An optimal compromise between geographic and

functional partitioning has reduced the complexity of the cabling and wiring. The

system is divided into three separate channels to match the channelization of

redundant sensors and process devices. Each channel has redundancy, self-

checking and automatic switchover concepts to provide a fault tolerant system. The

data links are redundant and buffered to avoid compromising system reliability.

Digital Protection Systems

The digital protection systems (DPSs) of the CANDU-3 are evolutionary versions of

those in the Darlington plant, and the performance is expected to be as good or

better than that achieved with the earlier plants. Such performance is due largely
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to the design that employs features such as self-checks, "continuous" checking

hardware watch-dog timers, etc., which convert detected unsafe failures into safe

failures (i.e., trip the channel).

Assurance of Adequate Software Quality

In licensing the CANDU-3, the problems raised by the Canadian AECB will have to

be addressed. This time the solution will be integrated into the design and

development process. The steps taken include the following:

. Establish guidelines for categorizing software according to the nuclear safety

impact of a potential failure and the safety related reliance placed on the system

of which the software is a part.

2. Prepare software standards and tools for the complete development life cycle

of safety system software, including software maintenance.

3. Establish requirements for safety-critical system software, which is to be

restricted to an absolute minimum and segregated from non-critical software.

4, Prepare unambiguous specifications in the early design phases that can be

analyzed to ensure that requirements are correct, consistent and complete. This

minimizes the transmission of conceptual errors into the detailed design stages

and facilitates verification of the software against the specifications.

° Produce software according to modem software engineering techniques and a

set of established CANDU software design principles to achieve a fail-safe and

robust design. This assures well-structured design with cohesive software

modules and clearly defined minimal coupling between those modules. Diverse

software and hardware are being used, where appropriate, to minimize common

mode errors.

. Subject the completed software product to multiple levels of systematic

verification and testing. Normal software testing of units, integration, and

systems are performed using automatic tools where possible, and each stage in

the development process is systematically verified against the previous stage.

SAFETY IMPLICATIONS OF CANDU EXPERIENCE WITH DIUITAL SYSTEMS

The clear superiority of digital systems as demonstrated by the CANDU experience,

with their ability to diagnose impending failures and initiate a fail-safe action, is a

significant safety issue that should be of special interest to every utility. The

increased safety of digital over analog systems is a critically important point. This
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undoubtedly will become an even more definitive advantage with the aging of analog

hardwired safety systems common in most U.S. plants. Periodic testing initiated by

humans is the accepted method of detecting failures in analog hardwired

components, but this type of testing is subject to human error. Reallocation of the

test function to a computer clearly improves safety. Pertinent questions are as

follows:

1, Are faults in analog hardwired systems being detected in a timely manner? (The

test must be much shorter than failure period to detect failures in a timely

ma/u'ter.)

2. Does aging of this equipment require shorter test periods to detect faults in a

timely manner?

3. How significant are the human errors associated with testing? Are data available
on the error rate?

4. Are the test performance indicators in current use sufficiently sensitive to detect

performance differences between analog and digital safety system components?

The potential safety implications of the advanced I&C systems identified above, as

well as the adequacy of current NRC guidelines to deal with these systems, are

issues that will need to be addressed by the regulatory authorities as advanced

systems are introduced into nuclear power plants.
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